
Environmental Data Quality Audit: 

Foundation and Framework  
“Know what you’ve got so you know where you’re going” 

Abstract 
 

Data managers are often faced with the task of transferring data from an old system of record to a new 

system. Changes in the project, such as a transition in the owner of the data or a desire to upgrade to a 

new technology, may precipitate the need to transfer data. While there is a temptation to charge ahead 

and migrate all the data to the new system, there are business and technical values in first performing a 

data audit. Before beginning the audit, it is important to understand how the data will be used in the 

context of the project’s needs, objectives, budget, and schedules. The data audit should include an 

inventory of the types of data available in terms of the entities described by the data; for example, 

location/spatial information, laboratory analytical data, or high-frequency weather sensor data. For any 

of these types of data, there may be more than once source of information, so the audit should also 

address the originator of each source, the format, and the quality, completeness, and reliability of each 

source. A data quality audit matrix can be useful in summarizing the audit process, and an example is 

provided in the toolkit for this whitepaper. The data audit helps project leadership make business 

decisions about the value of migrating data in relation to project budget and schedules. The data audit is 

also useful in establishing a migration plan, prioritizing the order in which data will be migrated, and 

developing a mapping plan.  

 

Introduction  
Managers of environmental data support projects from the simple—such as the presence or absence of 

contamination—to the complex—such as multi-source, multi-media, multi-decade projects 

incorporating millions of unique data points. As project teams, data managers, or project objectives 

evolve, decisions must be made on how to manage historical project data most effectively. Data 

migrations from a legacy environmental data management system (EDMS) are common when data 

oversight falls under new leadership or a new EDMS technology becomes practical.  

Historical Data Migration Workflow 

The data migration workflow (fig. 1), particularly in the first stage, may partially overlap with other 

aspects of the project such as the bidding for and receipt of the project or the decision to change to a 

new EDMS. Project plans and data quality criteria may also still be undergoing evaluation. 

 

The data audit is traditionally the first stage of the overall migration workflow. It forms the foundation 

for the undertaking of the migration process itself and ultimately the data management within the 

target system. The data audit may also serve to inform a Data Management Plan and establish data 

quality criteria for the project. (See the Data Management ICEDM white paper for additional 



information on DMPs.) 

 

 
Figure 1: Generalized diagram of a workflow for historical data migration. The first stage of the workflow, the data audit, is the 

focus of this white paper. 

 

A comprehensive audit is essential to ensure the migration from one platform to another is seamless 

and the source data remain uncompromised. The data quality audit serves as the framework for 

creating a migration plan. The migration plan establishes the order of the datasets migrated into the 

new EDMS, prescribes the steps taken to outline the mapping between the legacy and target systems, as 

well as outlines the quality control (QC) steps implemented and data cleanup efforts taken during and 

after the data transfer. Once the migration is completed, the environmental data is suitable for 

submission or delivery to interested parties. Ongoing data management of the legacy data in the new 

EDMS should include regular data audits to ensure that quality remains consistent. 

 

This historical or legacy data workflow is merely one part of the data life cycle. From initial data 

collection onward, the data will likely pass from one data custodian to another, perhaps several times. 

Good data managers are data stewards, adhering to high standards and considering the long-term 

consequences of their decisions for data quality, usability, and accessibility. The best legacy data comes 

from the best data stewards, as good management is reflected in the quality of the data. 

What is a Data Audit?  

A data audit involves looking at key metrics to create conclusions about the characteristics and 

properties of a data set
1
. Specifically, an environmental data audit is an assessment of existing project 

data (e.g., databases, tables, reports) to verify quality and completeness. Data may be evaluated against 

project requirements to ensure that it meets the minimum quality criteria for usability. An audit can 

focus on data utility, as the data is often used to evaluate a hypothesis regarding a certain 

environmental condition (e.g., is contamination present?). An audit ensures that any conclusions are 

founded on those data that meet the quality criteria of the project.  

                                                           
1
 Techopedia, 2016. https://www.techopedia.com/definition/28032/data-audit 



 

Data quality and data auditing are two sides of 

the same coin. Data quality considerations must 

be evaluated early in project inception to 

estimate migration costs accurately, anticipate 

concerns, and define the scope and magnitude 

of data to be incorporated into the project. An 

established auditing program will quantify the 

level of quality and use reporting tools that can 

inform project teams, establish budgets, and 

estimate migration timelines. 

Why Audit Environmental Data?  

Reducing Risk 

Business managers may reduce the decision to 

audit data to cost versus risk. Will the cost of the 

data audit outweigh the risk-based cost for 

project decisions made on poor quality data?  

  

● Low-risk scenario: historical 

groundwater data presents consistent 

interpretation, while the source data 

format is a paper copy. There may not 

be value in allocating resources to 

migrate twenty years of historical data given a resource-intensive technology transformation.  

● High-risk scenario: with groundwater data where uncertainty is present, environmental 

conditions are poorly modeled, or conditions are insufficiently characterized, more value is 

given to ensure uncertainty is mitigated within the bounds of the established dataset.  

 

Considering the liability and long-term cost to responsible parties, the risk of a negative decision made 

on data of unreliable quality outweighs the cost of data quality control measures. Without auditing 

project data, there may not be enough information to even know what the risks are. An audit reduces 

the risk of the unknown and provides a means to estimate risk and costs going into a data migration. 

Maximizing Quality 

As environmental science and regulatory awareness mature and informatics analysis becomes 

increasingly accessible, regulators, intermediates, and end users expect data to be available within a 

well-established, user-friendly framework. The framework may include data illustrated quickly in data 

tables, visual presentations and graphics, and data that are readily transferable to evaluative software 

packages. The “Google it” generation believes that all data should be available at their fingertips and 

infinitely searchable to answer whatever question is at hand with near instantaneous results.  

 

The outputs listed above are only as good as the data used in the model, and modeled data are only as 

good as the bits and bytes from which they originate. An accidental transformation could radically 

change a foundational piece of data from which costly decisions are drawn. Data auditing helps identify 

Environmental Data Stewardship 

 

Data stewardship is the management and 

oversight of an organization's data assets to help 

provide business users with high-quality data 

that is easily accessible in a consistent manner. 

(Whatis.com, 2016) 

In the context of environmental data, 

data managers should consider the long-term 

effects of their role in data migration and 

managing legacy data on future organizational 

users. By maintaining standards in the methods 

of both evaluation and storage, data managers 

ensure that even if a project’s database 

transitions out of their control, they have taken 

necessary steps to establish baseline quality. 

Stewardship is simply an extension of the 

golden rule, manage your data in such a way that 

if a project were to boomerang back under your 

control in the future, you would be confident in 

the underlying tenets of data quality.  



the best quality data available, ensures the data are from a source that can be trusted, its history or 

metadata (e.g., document title, author, or origin) can be documented, and any inferences made from 

the data will ultimately be defensible.  

Components of an Audit 

Data auditing begins with a data inventory to document the data available and determine what 

different modes or levels of technology (e.g., specialty software, decryption tools) will be necessary to 

access the information. An assessment must be made of the present status of the data to be managed, 

resulting in an inventory of data sources, categories, and characteristics. By combining this with a 

qualitative evaluation (data evaluation) on the reliability of the source origin, a data audit matrix can be 

established and used to inform judgments for managing project legacy data. The following guidance on 

each of these elements can be used as a framework for starting any migration of historical data. 

 

Data Inventory  
 

The goal of a data inventory is to capture all possible distinct sources of data for evaluation. A data 

inventory for environmental data projects can cover a wide array of sources. Data is gathered, 

catalogued, assessed for completeness and quality level, and triaged for prioritization. Cataloging source 

metadata is key to understanding the project portfolio. Moving forward in the historical data workflow, 

the data inventory is key in identifying those components to be prioritized in a migration.  

 

Example: Renowned environmental law firm Squire Esq., LLP contracts your firm to 

perform review of data for indemnity and defense. The law firm provides three banker 

boxes of files and two DVDs. Where do we begin? 

 

During the initial inventory of project files, the reviewer should begin to create a list of descriptive 

metadata for source documents. A high-level inventory table can be developed of the data source 

inventory and the data categories associated with it. An example data inventory form is included for 

reference in Appendix A. The inventory can serve as a valuable reference to provide an overview of 

available data. 

 

The data inventory may include metadata such as: 

 

● Document name 

● File name 

● File format 

● Data category or categories; can be more specific (see following section) 

● Description 

● Data source or author 

● Publish date or date range 



Data Categories 

 

At the beginning of any quality audit, the data manager or project team must first inventory the types of 

data available. By determining the categories of data that are important to the project and important to 

migrate, the data manager should be cognizant of key data types while making the initial project file 

inspection. Working closely with the project team, the data manager will delve into the project files, 

documenting data that generally fall into the following categories: 

Location Data 

Location data tethers a unique piece of data to a specific point or area in three-dimensional space. 

Location data may include information for a specific (X,Y) coordinate, with a variable vertical (Z) 

component, such as soil lithology or monitoring well construction information. Location data may 

include planar data such as coordinate system, spatial datum, or metadata such as coordinate accuracy, 

measurement method, and date of survey.  

Analytical Data 

Analytical data are generally considered data obtained or generated from a third-party vendor, such as 

an analytical, geotechnical, or specialty laboratory. Data validation results—assessments on the usability 

of analytical data—would also fall in this category. Analytical data can be found in formats such as a 

database, spreadsheets, PDF files, or regulatory agency deliverables.  

Field Data 

Field data are typically the information generated during field activities on the site, such as investigation, 

remediation, or monitoring. Typically these involve field meter measurements such as photoionization 

detector (PID) readings, depth to water, non-aqueous phase liquid (NAPL) thickness, or well stabilization 

parameter monitoring. Field data often has special considerations because there is usually an initial 

transformation from field logs or tablets to project databases. Knowledge of the historical data 

management practices, usually specified in a Data Management Plan (DMP) or Quality Assurance Project 

Plan (QAPP), can assist data managers in determining how much effort is necessary to properly audit 

field data (such as spot-checking field notes versus tabulated data).  

 

Field data may also include information generated from remediation activities such as system operation 

and maintenance records (e.g., vacuum-pressure measurements, wellhead PID measurements, runtime 

logs, manifolding timetables) or soil removal field notes (e.g., odor and staining observations during soil 

excavation).  

Continuous or High Density Data 

Continuous or High Density Data (HDD) offer unique challenges to data managers. HDD is frequently 

used for pressure transducers (i.e., continuous water level monitoring), flow rates from pumping 

meters, or downhole data loggers such as membrane interface probes (MIP), which rapidly monitor a 

suite of parameters of interest (contaminant concentrations, electrical conductivity, and hydraulic 

conductivity). The output of these data collection techniques result in datasets containing 1x10
5
 to 1x10
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unique measurements. Legacy data portfolios often contain data summaries of HDD results, but the 



source data may only exist in formats either difficult to migrate or otherwise non-existent. Data 

managers must evaluate the reliability of the metadata when deciding to migrate continuous or HDD. 

Investigative Data 

Investigative Data are second derivatives of the primary dataset, such as interpretations or visualizations 

of the primary data. Investigative data may include any or all of the following: 

 

● General Site/Project GIS 

● Geologic cross-sections 

● Conceptual site models 

● Potentiometric maps / topography 

● Governing Documents: DMP, QAPP 

● On-line systems, e.g., lab or consultant website 

 

Project investigative data provide a means of secondary validation for data managers. If data, once 

migrated, are modeled in a similar fashion with the same base assumptions, then the resultant 

visualization should closely mimic the investigative data. If gross errors are encountered, the data 

manager knows to troubleshoot the migration process to determine the root cause of errors and make 

necessary updates. 

Common Data Sources 

Electronic Data Deliverables (EDDs) 

EDDs are a uniform format used for transmitting electronic data. They may contain analytical data from 

laboratories, field collection data, or a mix of analytical and field information compiled by or for a third 

party. EDDs can be provided in single, flat-file formats (one table), multi-file formats (multiple tables 

that relate to each other through key fields), or XML file formats. Files may be saved in spreadsheet 

formats like Microsoft (MS) Excel or in text file formats. 

 

The majority of the EDDs in most historical migrations will consist of analytical data from laboratories. 

Lab EDDs generally provide the most complete record of analytical data. Depending on the EDD format, 

these may be include robust metadata on the analysis or a minimal amount of information. Lab EDDs by 

themselves may not include field and location data. Identification of which sample was collected from 

which location, what was the parent sample of a blind field duplicate, and at what depth the sample was 

collected would need to come from a different source. Lab EDDs, unless working with an altered copy, 

will not include changes in the results or qualifiers from validation. 

Production databases 

Prior project databases are often the most relied upon source of data in a data migration, making them 

an important part of a data audit. Well-managed databases will combine laboratory data with 

supplemental field, location, and validation data. The more robust project databases will be stored in a 

relational database management system (RDBMS) such as MS SQL Server or Oracle; these may be 

transmitted in a database backup file type (e.g., MS SQL Server backup file type BAK). MS Access 

databases can also be organized in a relational system. Less-advanced project databases may be 

managed in MS Excel, which can pose additional challenges; see the Evaluation Criteria section below 



for more detail. 

Reports and Documentation 

Project reports and documentation may be available in hard copy, scanned electronic, or native 

electronic formats. All documentation may be used to support a data audit and migration, though some 

files will be more conducive than others in a data migration.  

 

Reports and documentation may include:  

 

● Investigation findings 

● Quarterly, annual, or other regular-interval monitoring reports 

● Laboratory analytical reports 

● Hand-written field notes 

● Site maps 

● Other derivative data documents  

 

Generally considered a source of record for a project, electronic reports can be searchable and user-

friendly if in a native electronic format or a scanned electronic format that is of a high enough quality to 

be readable by an optical character recognition (OCR) program. Reliance on data extracted from an OCR 

PDF requires data review to conduct quality assurance (QA) of the OCR process. Non-OCR reports 

require much more effort to extract data by hand entry and additional review for data entry errors. 

Where to Obtain Data 

Each data source must be obtained from either from the client, previous consultants, laboratories, or 

other entities. Data may be provided in electronic or hardcopy format. Transmission capabilities may 

play a factor in how data is obtained; for example, file size may be a limiting factor for email 

transmission.  

 

Data source avenues include: 

 

● Client or responsible party of the facility/site 

● Previous consultants 

● Analytical laboratories 

● Surveyors or other subcontract entities 

● Regulatory agency websites and data clearinghouses 

● Freedom of Information Act (FOIA) requests 

 

Data transmittal methods include: 

 

● File Transfer Protocol (FTP) sites 

● Cloud storage providers 

● Removable media (portable hard drives or flash drives) 

● Email or traditional mail 

● “Hard copy” submission 



Data Evaluation  
 

Each historical dataset needs to be evaluated against a project’s needs and quality criteria. The 

evaluation process is essentially asking a series of questions about each data set to get a sense of how 

well it fits into the project. Rather than a simple “use it or not,” the most useful evaluations are more 

nuanced. To that end, we recommend applying a rating or ranking system. Once the available datasets 

are evaluated, the project team should have a good understanding of each dataset and be able to make 

recommendations on how best to use it on the project. Additionally, if there are unexpected gaps in the 

data, the team can circle back to the inventory to find the missing information or, if necessary, ask the 

source providers for additional info. 

 

Every project will have a different review process based on the objectives of the project. The review 

elements for each type of dataset (spatial, analytical, etc.) need to be captured in the data management 

plan so that the various datasets can be evaluated evenly. This also allows us to capture information on 

each dataset as metadata to answer future questions on a dataset’s lineage.  

 

This section will outline key data elements that can be used to evaluate each dataset. Example data 

evaluation forms are included for reference in appendix B. The forms provide a summary of the available 

data and its evaluation. Some datasets, particularly large project databases, often require a much more 

thorough evaluation than what is practical to include in a table; in those cases, more extensive written 

documentation should be captured in a separate document. 

Establish Evaluation Criteria 

 

Evaluating each data source against established evaluation criteria can lay the framework for identifying 

and prioritizing which data sources to use during data migration. The weight placed on evaluation 

criteria may differ for every historical migration. Where time and budget are more of a concern, an 

efficient file format may be the highest priority. When data quality is most important, other criteria may 

be weighted more heavily.  

 

Each source file or group of like files can be evaluated to compare the quality of the data between 

sources. Where more than one data source is available for a given data category or subcategory, it may 

also be helpful to evaluate the category as a whole to identify larger data gaps and quality issues. The 

evaluation stage is where multiple data sources may be prioritized in order of desirability, where the 

“best” sources for each dataset are identified. 

 

Evaluation criteria will include the following: 

 1. Data comprehensiveness 

Evaluate comprehensiveness within the time frame or the event of the data source. Data in a 

robust EDD format can be comprehensive, though it is only for a small subset of the project. 

When evaluating an entire project dataset, consideration may include which analyses or 

locations the project datasets should have. Such a review may make the following 

determinations: 



a. No data (e.g. a legacy well that was indicated as sampled revealed no corresponding 

analytical results at all) 

b. Unusable data due to missing or incorrect information (e.g., a summary analytical 

results table with only location IDs, analytes, exceedances results, or data with incorrect 

location IDs) 

c. Data missing expected components (e.g., analytical results table that includes 

sample/location attributes, analytical methods, and results for only benzene - but 

analyses were supposed to be for a full list of volatile organic compounds.) 

d. Data mostly complete (e.g., robust lab EDDs without validation data) 

e. Data very complete (e.g., robust lab EDDs with location and validation data added). 

 

 2. Data file format 

Consider the viability of the data source. Historical data migrations value digitized data over 

paper and scanned versions, while data in table structures has a higher efficiency value than 

data within report text. A data format evaluation may determine: 

a. No electronic data available; hand-written paper copies only 

b. Low-quality data; PDFs, poorly structured and organized, preliminary data 

c. High-quality data; electronic, well-structured, final data 

 

3.  Temporal completeness

Examine the data source in relation to the expected time frame of the project. Temporal 

completeness also considers the volume of the data versus what is expected for the project. A 

temporal evaluation may determine: 

a. Data is missing date information or it is of a limited date range with gaps 

b. Data has several date range gaps 

c. Data gaps are minimal; data missing only from historical events 

d. Source is a complete dataset spanning the life of the project 

 

 4. Data normalization / valid values 

Normalized databases have improved data integrity through their data structure by eliminating 

redundant data (e.g., storing the same info in more than one table). In the general evaluation 

criteria sense, consider if data is stored consistently (within the source and between sources), 

doesn’t contradict itself or another source, and uses unique and consistent valid values. 

a. Inconsistent nomenclature and format; data is not normalized, has repeating attributes 

that are inconsistent, valid values are not used 

b. Somewhat normalized data, some format and controlled valid values 

c. Normalized/consistent format and well-managed, unique valid values 

 

 5. Source tracking / metadata 

Metadata on a data source may include: who provided the data, what was it used for, when was 

it created, why was it created, and how was it generated. 



a. No source information available 

b. Minimal source information available 

c. Complete/robust metadata available 

Evaluation by Data Category 

Location Data 

Location data can be challenging to evaluate due to the multitude of sources that include it. The most 

basic element, a location identifier or ID, can be used to tie together location information from multiple 

sources.  

 

Location data encompasses many sub-categories that may be evaluated independently: 

 

● Coordinates in space - usually (X, Y) points, though some locations may be linear or a polygon. 

● Elevation data (Z). Most locations have more than one elevation associated with them (e.g., 

wells have a surface elevation and a top of casing elevation); 

● Horizontal and vertical datums and coordinate system used to define site location; 

● Lithologic or stratigraphic logs with borehole geology; 

● Soil boring and well drilling attributes (who, when, how); 

● Well construction information (e.g., casing intervals, construction materials used); 

● Other location attributes such as street address or section-township-range, owner (property or 

well), location type (e.g., monitoring well, piezometer, test pit), or other project-specific 

attributes. 

 

Data evaluation should consider all location data sources their metadata to get a complete picture of 

the project. Points to evaluate include: 

 

● Are location IDs consistently named? This is singlehandedly the most vexing problem a data 

audit may discover. There are obvious inconsistencies such as MW-1 and MW-01, then there are 

obscure inconsistencies stemming from a soil boring renamed as a well (SB-52 renamed MW-

314), two parties of a site referring to the same well differently (MW-01 vs OtherParty_MW-1), 

or may be used interchangeably in different sources,  

○ Along the same lines, is the same location ID used to represent multiple locations? For 

example: two consultants on the project might have each used “PZ-01” for identifying a 

temporary piezometer, or an older well MW-1 has a replacement well drilled 20 feet 

away that is also called MW-1. 

● If the same information is stored in multiple places in a project database or in different sources, 

does the information agree? For example, reference or measuring point elevations are stored in 

multiple locations in commercial environmental data management systems. 

● Spatial attributes can be evaluated utilizing a GIS, which helps incorrect attributes stand out. 

Comparing the relationships between location features and site features (topology) is useful to 

see if they make sense in space.  

○ Do all locations have a coordinate supplied, and are they in the same coordinate 

system? 

○ If multiple coordinates or elevations exist for the same location, could they be from 

resurveys over time? 



○ Do two locations have identical coordinates? This may or may not be correct. 

○ Comparing location elevations to a digital elevation model (DEM), are the surface 

elevations are close in close proximity to the DEM surface? 

○ If site-specific aerial photos are available, do they capture enough detail to visibly see 

the wellhead locations? 

● Do elevations or depths make sense relative to each other? For example, a reference elevation 

within 2 feet of the surface elevation is normal, but a 20-foot difference is probably a mistake. 

Analytical Data 

The evaluation of analytical data is often the most time-consuming part of a data audit. Frequently with 

legacy databases, there is a need to dig deeper into the data to evaluate its condition; there is more to 

consider with a database than there is with lab reports or cross-tab tables.  

 

Project databases can set a high watermark for quality or prove to be completely unreliable. Consider 

the database format closely: a robust RDBMS with enforced valid values and table relationships is 

inherently more trustworthy than an EDMS managed in Excel. There is a lot more variation in Excel that 

needs to be evaluated because of the lack of control on the data. That being said, even large commercial 

EDMS applications used to manage environmental data are prone to poor quality without proper 

oversight and good data stewardship practices.  

 

Within a single project database, there is also likely to be variability in data quality; by design, the 

project database is a compilation of data from multiple sources, potentially spanning many consultants 

and decades of work. An audit should consider this variability and break down the database into 

individual components where helpful (such as data types, time spans, and events). 

 

For analytical data from any source, a key question should be: do the data make sense? For example, 

basic evaluation questions may include: 

 

1. Are liquids reported with solid units? 

2. Is the dilution listed as zero, and, if not, does the dilution listed match the factor the reporting 

limit was raised? 

3. Are analysis dates listed before sample dates? 

 

Common sense analytical data rules and expectations should guide a data evaluation because with so 

much potential variability in the source data, a reviewer must expect the unexpected.  

 

Evaluation of a project database should include: 

 

● How is data integrity maintained? For a database without enforced relationships, it is possible 

for data tables to not correlate with each other; investigate whether implied relationships 

between tables are honored by searching for orphan records. 

● Look for database primary keys (i.e., unique identifiers for each record in a table) that do not 

mean anything to the data, such as using an auto-integer value for identifying unique samples 

instead of a descriptive sample ID. Can unique samples be identified outside of the primary key? 

Can attributes of the analytical data be used to make unique records? 

● Is the same data stored in more than one location in the database? While more commonly seen 

in location data, it is possible to see analytical results included in multiple tables. 



● Are valid values enforced across the dataset? If so, have valid values been managed properly?  

○ Look for repeating valid values that mean the same thing (e.g., “groundwater” and 

“ground water,” “REDOX” and “ORP”) 

○ Look for incorrect associations between analytes and CAS numbers. Xylenes are a 

common example of compounds frequently mislabeled and duplicated (e.g., from the 

EPA Region 2 valid values list, the CAS for o,p-Xylene, 136777-61-2, is assigned to the 

analyte m,p-Xylene).  

○ Are there shorthand codes in use that are NOT defined by a valid value list and are not 

readily understood? 

○ See the ICEDM BMP White Papers on Valid Values for more information on best 

practices.  

● What gaps are missing from the data? Are all known events included? Is validation included? 

● Are sources documented in the data? Can you compare the database to any sources to ensure 

consistency and completeness?  

● Does the database identify a single reportable or best result and qualifier to use for reporting, 

and do those results match with reports? It may not be possible to determine report consistency 

in a poor-quality database until after normalization of valid values. 

● Are all database field descriptions clear? Seek out a database “user guide” or similar 

documentation, if one exists. Some databases may include field descriptions within the table 

definition. 

 

For analytical data outside of a project database, evaluation should consider: 

 

● How comprehensive is each dataset? Laboratory reports may not be a complete record. Lab 

reports may not include validation or field location data. Summary report tables may not include 

all results, and report tables frequently do not include metadata. 

● Is there overlap between datasets? 

○ If multiple sources exist for the same data, do they match? Reports frequently undergo 

revisions, and data tables may include validated or unvalidated/draft data. A database 

can be compared against laboratory EDDs to QA the data loading process of the 

historical data. 

○ Are valid values used consistently between datasets? 

● What gaps are missing from the data? Are all known events included? Is validation included? 

Field Data 

While recent advances in technology have taken steps to curtail it, gathering quantitative and qualitative 

data on site during an investigation has historically been plagued by the potential for human error. 

Analog instruments and interpretative data (such as sampling field notes) within this class are 

susceptible to interpretational bias. In addition, pen and paper as data capture tools make the recorded 

information susceptible to transposition and transcription errors, which may be further compounded 

when the data is digitized. To address this during manual data capture, dual entry is commonly used to 

allow for an automated means of cross checking data entry.  

 

Verification for this class of data is best accomplished by evaluating the consistency of findings 

temporally and spatially. Sharp deviations between adjacent points may require investigation or 

explanation (such as expected shifts in pH or oxidation-reduction potential during bioremediation).  

 



Additionally, great care must be taken in the audit to identify potential overlapping data sources. 

Beyond the original recording, field data is commonly published by month or by quarter, which 

complicates date comparisons between various documents. Similarly, over time, small variations may be 

made in the names assigned to locations that need to be considered.  

Continuous or High Density Data 

Continuous data, even under the best conditions, are error-prone because of the fallibility of hardware 

(e.g., batteries run down, SD cards fail, static disrupts the quality of a cellular transmittal). Therefore, 

data managers should expect a limited percentage of truncated or repeated records in the original (i.e., 

raw or unprocessed) data files. Because of this, and to address data storage limitations and data analysis 

processing time, the data is frequently aggregated over a fixed time span (e.g., max per hour, average 

per 5 min). This post-processed data may be all that is identified during the data audit. The processing 

itself does not preclude using the combined data going forward, as long at the type of aggregation is 

known. 

 

High density data is commonly recorded in one of two structures: 

 

● Flat - individual records for each logger/date/time/parameter field, or  

● Cross-tabular - the parameters are distinct fields in records for each logger/date/time. 

 

Any instances where these key fields are missing, not discernable, or the combination is not unique, 

need to be assessed in concert with the project team’s objectives in order to maintain distinct records. 

Frequently, if a corrupt time band is identified and of a limited time frame, the team will simply elect to 

mark the damaged records as not reportable. 

Investigative Data 

Derived data should be used to verify the accuracy and completeness of the data migration. The 

accuracy and completeness evaluation may include: 

 

● Comparison of output from the current EDMS to tables and text from pre-existing final reports;  

● Regeneration of select data presentations to confirm consistency with prior maps, trend graphs, 

etc.; or 

● Verification of select visual presentations against field notes or other intelligence (e.g., plot 

locations on a map and check to see if they land on the correct side of a site feature such as a 

building or a road).  

 

Differences in reported data versus what was stored in the project database should be noted and their 

importance evaluated against the project objectives, since not all discrepancies will significantly impact 

the project team’s data needs.  

 

Data Audit Matrix 

 

Only the data of the best quality and format in each category reflect the overall condition of the project 

data that will be used in a data migration. The evaluation identifies those datasets or components of 

datasets, and the overall condition can be summarized in a data audit matrix. The data audit matrix 



flattens the data, identifying the overall condition of the dataset as a whole. See figure 2 below for an 

example data audit matrix (also included in appendix C). 

 

A data audit matrix is a valuable illustrative tool that can be handed to a project manager, coordinator, 

or client as a summary document. Reducing an evaluation down to a two-dimensional matrix can be a 

challenge; there are many elements to consider. For example, the data condition may change 

significantly over time, where the most recent data is of high quality while anything older than five years 

is poor. A flat matrix such as the figure 2 example is not going to contain the full detail of what is known 

about the dataset, but there is usefulness in brevity for communicating to outside parties and to 

management to make business decisions on the dataset. 

 

It is worth noting that not all projects are “good” projects with good-quality historical data. Often that 

lower quality is a byproduct of the priorities of the project. Projects with limited budgets frequently 

have data stewardship efforts limited the most, where time spent managing and reviewing the data is 

minimized. Data organization efforts can be the first activity to be cut from the budget when trying to 

save money. This is an element worth considering if there is frustration about poor data quality. 

 

 



Figure 2: Example of a data audit matrix. The color-coded cells represent the condition of the data in each category under each 

review criteria. Green cells represent a good data status (good quality, reliable, complete data); yellow cells represent marginal 

data quality/status (some gaps or problems in the data); red cells represent poor data (significant data gaps and/or problems in 

the data). 

 

Summary 
 

Data migrations may be prompted by project needs, software platform migrations, or data manager re-

assignments. An historical data audit establishes a solid foundation for a data migration into a modern 

EDMS. Taking thorough stock of the data through an audit at the start of the migration process is a 

worthwhile endeavor given the impacts of data quality, usability, and accessibility on environmental 

project decision-making capabilities. While business drivers such as cost, scope, and project priorities 

need to be carefully balanced against evaluating data quality and completeness, a process-oriented data 

audit can help minimize risk and costs introduced during data hand-offs by ensuring data retention, 

identifying data gaps, and highlighting data integrity issues. 

 

The data audit matrix is an effective framework for cataloging and evaluating multitudinous historical 

sources in a variety of data types, formats, and structures. The construction of an audit supports a 

reasonable migration operation and ensures that the data will be used more conscientiously in the 

target system. 

 

An appropriate inspection of inherited information is indispensable for long-term enterprise efficiency, 

and, as datasets evolve and data stewards change, it is critical to have a comprehensive data audit 

process in place. This precept ensures that the data integrity, quality, history, and completeness is 

maintained for both current and future project needs. Good data stewards need to be the caretakers to 

shepherd the data over lengthy periods of time; a robust data audit is a key factor to achieve this goal. 


